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	Sanjeev Khanna

Director, Midwest Industrial Assessment Center

La Pierre Professor, Mechanical & Aerospace Engineering, E. 3412 Lafferre Hall

University of Missouri

Columbia MO 65211, USA.

Ph: (573) 884-9109; email: Khannas@missouri.edu
Prasad Calyam
Assistant Director, Midwest Industrial Assessment Center

Assistant Professor, Electrical Engineering & Computer Science
University of Missouri

Columbia MO 65211, USA.

Ph: (573) 882-7505; email: liny@missouri.edu


Please submit this form as per the options below:

1. Print and return this completed form by postal mail to:

Dr. Sanjeev Khanna

Department of Mechanical & Aerospace Engineering

E3412 Thomas and Nell Lafferre Hall,

University of Missouri

Columbia, MO 65211

2. Return:

	+ If by Fax at: (573) 884-5090

+ If by email to: khannas@missouri.edu


Please fill out the following blanks:

Company Name:………………………………………….
Address: ………………………………………………….

Phone: …………………………………………………….

Fax: ……………………………………………………….

SIC and NAICS Code: …………………………… and …………………………
CONTACTS
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Products Produced:



Raw Materials:


Gross Production per year: 

Safety Needs/Issues/PPI etc:

Are there any particular problems or areas with respect to pollution prevention, waste products, or energy consumption that you would like the team to pay special attention to?


Additional

Comments:

May we take photographs in your plant? 
 Yes

 No

 Some Area


Plant Operations: Please include information on hours of operation as indicated below.
	 
	Shift Start
	Shift End
	Hours per Shift
	Number of Employees
	Days per Year
	Weeks per Year

	Shift 1
	 
	 
	 
	 
	 
	 

	Shift 2
	 
	 
	 
	 
	 
	 

	Shift 3
	 
	 
	 
	 
	 
	 

	Shift 4
	 
	 
	 
	 
	 
	 

	Office
	 
	 
	 
	 
	 
	 


Plant Information:
Plant Square Footage: 











Plant Layout: Please provide a drawing or sketch of your plant layout indicating major processes and equipment, etc.
Process Description(s): In order to develop a good understanding of your process(es) and operations, and thus be able to better accomplish our task of developing suggestions for your consideration, it would be helpful to review a schematic or flow chart of the processes from raw material receipt through product manufacture and final product packaging and shipping. If you have drawings of your processes which will help us accomplish this task, please attach them to these forms; or if unavailable please sketch them below and on any attached sheets that might be necessary.
Pollution Prevention:  Please provide information relative to pollution prevention areas such as solvents, coatings, abrasives, lubricants, chemical surface preparation solutions, air releases, wastewater treatment, and general landfill waste information. Record NA if not applicable.
	Waste Material
	Source
	Pounds per Year
	Current Disposal or treatment Methods
	Cost

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


Do you have a current Pollution Prevention Plan? 
 Yes

 No


If Yes, please attach a copy of the report with this form
If No, please list issues with which you would like our assistance:

Water Consumption and Treatment: Please provide water bills for the last 12 months (also provide water disposal bills if they are separate from the water bills)

Water sources, 
volumes, and costs: 
Is water treated in-house?     Yes     No
      Is water recycled in-house?   Yes     No
Describe in-house water treatment facilities if any (filtration, RO, pH, flow rates etc.):


Sewage volume and associated costs:


MoIAC Pre-Audit Form
Electricity Consumption:

Annual consumption: Please provide electric bills for the last 12 months to help us develop an understanding of your typical yearly electricity consumption and its' variation with season.

Power company: 









Number of meters: 









Approximate annual cost: 








Are you aware of any power factor issues?   Yes     No
Additional information: 









Fossil Fuel Consumption: Please provide gas (and liquid fuels) bills for the last 12 months
Supplier(s): 










Types of fuels used (e.g. natural gas, propane, fuel oil, other): 



Volume of fuel used: 









Cost of fuel: 










Are fossil fuels used in your process(es)?   Yes     No
Processes in which fossil fuels are used: 







Additional information: 










Major Energy Consuming Equipment: Please provide information on the equipment and processes which are responsible for consuming the major portions of energy in your plant.
Compressors (Size and number, HP, type, pressure, service factor, synthetic or hydrocarbon lubricants ):

Pumps (Size and number, HP, type, pressure):


Boilers (Size, fuel, steam or hot water, service factor - time and application of use):

Furnaces / Ovens (KW or BTU, application, service factor):

Chillers, Refrigerators and Cooling Towers (KW, tonnage, coolant temperature, service factor etc.):

HVAC Equipment (tonnage, when and where used, temperature of cooled areas) :

Large Motor Drives (HP, VFD), Where used:

Welding and Join equipment:


Other energy intensive equipment (#, Function, type, Btu, or KW, average load):


Cybersecurity Scoping Questionaire

Midwest Industrial Assessment Center (IAC)
Sanjeev Khanna, Director, Professor Mechanical & Aerospace Engineering

Prasad Calyam, Assistant Director, Professor Electrical Engg. & Computer Science
The Importance of Cybersecurity for Manufacturers

Technology has evolved and empowered manufacturers in a variety of ways, and companies have become increasingly reliant on computer systems and IT. Because of this, cybersecurity has emerged as such a critical topic in the industry. Strong cybersecurity practices are crucial to:

    Defending your company’s vital data and information.

    Preventing theft or damage to your infrastructure, equipment and systems.

    Avoiding major disruptions to operations and the delivery of products.

    Protecting your employee’s personal information.

    Shielding your organization from negative publicity.
   Planning IT budgets and policies with adequate cyber incident response
Manufacturers are unfortunately a frequent target of hackers and attackers. According to a report from the U.S. Department for Homeland Security, manufacturing is the second highest industry with the most reported cyber attacks, only subsequent to the energy sector. 
According to a report by NTT Security, the manufacturing industry was the most heavily targeted industry during Q2 2017, accounting for 34% of all documented attack activity.
A Kaspersky Lab Survey of IT managers published in Virus News also found that “21 percent of manufacturers suffered a loss of intellectual property (IP) within the past year.” The most commonly cited reason was malware (computer viruses, spyware, etc.), although a host of related issues including software susceptibilities and misplaced or stolen mobile devices were listed as causes as well.

REF: https://www.nist.gov/blogs/manufacturing-innovation-blog/cybersecurity-protecting-manufacturing-technology-and-innovation
Purpose of this Document:

This questionnaire will help us to assist your enterprise in becoming aware of the current cyber security posture and to discuss potential improvements in cyber attack threat detection and mitigation strategies that result in benefits in terms of: increased productivity, cost savings and reduced risk.
Please return this completed form with the Pre-Audit Form.

If you have any questions please contact: Prof. Calyam at  calyamp@missouri.edu, or 
Prof. Khanna at khannas@missouri.edu 
Company Information:
Company Name:
Point-of-Contact Name and Title:
Point-of-Contact Email:
Point-of-Contact Phone:
SIC and NAICS Code:

Q1) Important assets in your enterprise that are networked internally or with an external site
a) Do you use industrial equipment that is connected to the Internet? Yes  /  No

b) Are there machines connected to computers with industry-standard/paid software licenses? Yes  /  No

c) Do you store and share business-related data using cloud platforms? Yes  /  No

d) Do you operate a private data center/server with network equipment? Yes  /  No

e) Briefly describe any other relevant information pertaining to Q1:

Q2) Potential cyber attack threats and the risks associated with compromise of valuable assets
a) Are you concerned about loss of data confidentiality due to undesired information exposure? Yes  /  No

b) Are you concerned about data integrity because of data corruption by human/machine? Yes  /  No

c) Are you concerned of loss of services or infrastructure that makes data inaccessible? Yes  /  No

d) Briefly describe any other relevant information pertaining to Q2:

Q3) Solutions adopted to address cyber security threats and the risks associated with compromise of valuable assets

a) Do you use commercial or open-source software or network appliances for cyber security? Yes  /  No

b) Do you manage network firewalls or role-based access control policies? Yes  /  No

c) Do you have a process to monitor and prevent potential cyber intrusion detection? Yes  /  No

d) Do you need the cyber security solutions to be compliant for external security audits? Yes  /  No

e) Briefly describe any other relevant information pertaining to Q3:
Q4) Cyber security posture and potential of impact limits your workers day-to-day productivity

a) Do you have a cyber security posture related design document? Yes  /  No

b) Do you have a budget allocated for cyber security related business cost? Yes  /  No

c) Are you satisfied with the effort and/or $$ on cyber security? Yes  /  No

d) Briefly describe any other relevant information pertaining to Q4:
Q5) University of Missouri’s IAC Team organized cyber security training. 

a) Do you want FREE training to increase awareness of your current cyber security posture? Yes  /  No

b) Do you want guidance on latest best practices to improve your cyber threat defense? Yes  /  No

c) Do you need help on how to setup a continuous monitoring process to counter cyber threats? Yes  /  No

d) Briefly describe any other relevant information pertaining to Q5:
Name:					       Position: 					





Phone (Ext.):				       E-Mail: 					





Name:					       Position: 					





Phone (Ext.):				       E-Mail: 					





Name:					       Position: 					





Phone (Ext.):				       E-Mail: 					

















Amount in US dollars: $				





Number of pieces: 				








































































































